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With all the headlines and 

news lately about large comp- 

anies having data breaches, itõs 

easy to think that they are the 

only ones this is happening to.  

Youõve undoubtedly heard the 

statistics about SMBs being 

breached, but that can seem 

abstract.  

I thought Iõd take some time 

this month to really drive home 

how dire the situation is.   

On the following page, youõll 

find a snapshot of CPA and tax 

firms that experienced a data 

breach since the beginning of 

2016. We could only fit 50 on 

the page, but thereõs actually 

many more than that. And, in  

all likelihood, many more firms 

You Really Donôt Want To Be  

On This List 

that this has happened to that did 

not properly report it.   

Iõm actually writing out the firm 

names not to shame them, but to 

serve as a warning that this is re-

ally happening to firms just like 

you. Note: this is publicly available 

information.  

Itõs disappointing to me because I 

know the agony this caused for the 

owners, and that is could have 

been easily prevented. Many of 

these firms have been in business 

for decades, and have clearly built 

up a good reputation over that 

time, or they wouldnõt still be in 

business.  

To have it tarnished like that caus-

es damage and heartache that you 

cannot attribute a dollar figure to.  

KRACK exploit weakens WiFi security. A new exploit, dubbed “KRACK,” exposes a flaw in wireless internet encryption that allows 

someone to read data going across wireless networks. A mitigating factor is that the attacker must physically be at the location.  

For our clients: Weôre applying a firmware patch to WiFi routers this week to address the flaw.  

SMBs paid $301M to hackers last year, but thatôs not the worst part. About 5% of SMBs fell victim to ransomware attacks in the 

past year. The main cost to businesses was not in the ransom payment itself, but the downtime they experienced as a result.  

Antivirus tool Kaspersky used by Russian government to gather US secrets. Like something out of a novel, spies in Israel dis-

covered that spies in Russia were trying to spy on spies in the United States using the Kaspersky antivirus tool. They found the pro-

gram had code in it that was being used to gather data from US computers. The US government has ordered it removed from all gov-

ernment-owned computers.   

Equifax fallout continues. It’s been released that Equifax allowed the data breach of 145 million Americans’ info to happen because 

of a mistake by one employee. For a lively explanation of what happened, Google “John Oliver Equifax.” He says the same thing I 

do, you need to do a credit freeze with all three bureaus! 

Whatõs News 
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FREE Phishing Security Test For Your Staff  
5ƛŘ ȅƻǳ ƪƴƻǿ ǘƘŀǘ ф ƻǳǘ ƻŦ мл ǎǳŎŎŜǎǎŦǳƭ ƘŀŎƪǎ ŀǊŜ ŘǳŜ ǘƻ ǇƘƛǎƘƛƴƎΚ 
CƛƴŘ ƻǳǘ ƛŦ ȅƻǳǊ ŬǊƳ ƛǎ ǾǳƭƴŜǊŀōƭŜ ǿƛǘƘ ƻǳǊ ŦǊŜŜ tƘƛǎƘƛƴƎ {ŜŎǳǊƛǘȅ 
¢ŜǎǘΦ IŜǊŜΩǎ Ƙƻǿ ƛǘ ǿƻǊƪǎΥ 

мΦ ²Ŝ ǎŜƴŘ ŀ ǎƛƳǳƭŀǘŜŘ ǇƘƛǎƘƛƴƎ ŜƳŀƛƭ ǘƻ ŀƭƭ ȅƻǳǊ ǎǘŀũΦ  

нΦ ²Ŝ ǊŜŎƻǊŘ ƛŦ ǎƻƳŜƻƴŜ ŎƭƛŎƪǎ ƻƴ ƛǘ όǘƘŜȅ Ƨǳǎǘ ǎŜŜ ŀ ōƭŀƴƪ ǇŀƎŜύΦ  

оΦ ²Ŝ ŜƳŀƛƭ ȅƻǳ ŀ t5C ǊŜǇƻǊǘ ǎƘƻǿƛƴƎ ǿƘƻ ŎƭƛŎƪŜŘΦ ¢ƘŀǘΩǎ ƛǘΗ 

Lǘ ƻƴƭȅ ǘŀƪŜǎ ол ƳƛƴǳǘŜǎ ǘƻ ƎŜǘ ƛƴǎƛƎƘǘ ƛƴǘƻ ȅƻǳǊ ōƛƎƎŜǎǘ ǎŜŎǳǊƛǘȅ 
ǾǳƭƴŜǊŀōƛƭƛǘȅ όǎǘŀũύΦ {ƛƎƴǳǇ ŀǘ ǎŜŎǳǊƛǘȅŦƻǊŎǇŀŬǊƳǎΦŎƻƳκƴŜǿǎƭŜǧŜǊΦ  

Firm Name Date Breached Years in  

Business 

DǳǎǘŀŦǎƻƴ ϧ ²ŀǊƎƻΣ /t!Σ [[t  hŎǘΦ мрΣ нлмс  пл ȅŜŀǊǎ  

YƻƭƻŘȊŜȅ ϧ /ƻȄ /t!ϥǎΣ t/  aŀȅ нΣ нлмс  нл ȅŜŀǊǎ  

WƻƘƴ WΦ /ŀǇŜƭƭƛΣ /t!  aŀȅ нуΣ нлмс  но ȅŜŀǊǎ  

Yw¢ /t!  !ǇǊΦ млΣ нлмс  мр ȅŜŀǊǎ  

CǊŀƴƪ 5ŀȅΣ /t! [[/  aŀȅ оΣ нлмс  но ȅŜŀǊǎ  

{ŀƴǘƻǊƻ /t!  !ǳƎΦ мфΣ нлмс  р ȅŜŀǊǎ  

{ǘŀƭƭŎǳǇ ϧ !ǎǎƻŎƛŀǘŜǎ /t!  WǳƭΦ ммΣ нлмс  о ȅŜŀǊǎ  

aƛŎƘŜƭƭŜ !Φ tŜŎƻǊŀΣ /t!Σ tΦ/Φ  !ǳƎΦ нΣ нлмс  п ȅŜŀǊǎ  

[ȅƴƴ bΦ ¢ŀƭōƻǧ WǊΦ /t!  !ǇǊΦ мфΣ нлмс  нт ȅŜŀǊǎ  

YŜƴ ²ŀǘŜǊƳŀƴ /t!  aŀǊΦ олΣ нлмс  ну ȅŜŀǊǎ  

{ƻǳǘƘ [ƻƻǇ /t!  aŀǊΦ рΣ нлмс  т ȅŜŀǊǎ  

±ƛǊƎƛƭ 9ƭƭƛƻǘ ²ƛƴƴ /t!  CŜōΦ нтΣ нлмс  пм ȅŜŀǊǎ  

¢ǊŀǇƘŀƘŜƴ ϧ ¢ǊŀǇƘŀƎŜƴ /t!ϥǎ  {ŜǇǘΦ нпΣ нлмс  нф ȅŜŀǊǎ  

ŘŜ !ǊǊƛƎƻƛǝŀ ϧ /ƻΦΣ t!  WǳƴΦ тΣ нлмт  нт ȅŜŀǊǎ  

.ƻƻƳōŜǊƎΣ wƻŀŎƘ ϧ IŀƴǎƻƴΣ t[[/  {ŜǇǘΦ моΣ нлмс  мл ȅŜŀǊǎ  

DǳƛƭƳŀǊǝƴΣ 5ƛtƛǊƻ ϧ {ƻƪƻƭƻǿǎƪƛΣ [[/  hŎǘΦ мтΣ нлмс  пр ȅŜŀǊǎ  

²ƛƴŘȅ wƛŘƎŜ !ŎŎǘΩƴƎ ϧ ¢ŀȄ {ŜǊǾƛŎŜ  hŎǘΦ ннΣ нлмс  мм ȅŜŀǊǎ  

tƻƭƛǝ ϧ aŀƎƴƛŬŎƻ [[/  {ŜǇǘΦ моΣ нлмс  му ȅŜŀǊǎ  

YƻōȊŀ ϧ !ǎǎƻŎƛŀǘŜǎ [[/  CŜōΦ тΣ нлмт  он ȅŜŀǊǎ  

CŀƭƭŜǊΣ YƛƴŎƘŜƭƻŜ ϧ /ƻΦ t[/  CŜōΦ пΣ нлмт  пр ȅŜŀǊǎ  

5ƛȄƻƴ IǳƎƘŜǎ DƻƻŘƳŀƴ [[t  bƻǾΦ мΣ нлмс  нм ȅŜŀǊǎ  

YǊŜƘōƛŜƭ ϧ !ǎǎƻŎƛŀǘŜǎ [[/  CŜōΦ нтΣ нлмт  мф ȅŜŀǊǎ  

aŀƭƻƴŜȅ ϧ YŜƴƴŜŘȅ t[[/  CŜōΦ мрΣ нлмт  нс ȅŜŀǊǎ  

hƴŘǊŀŎŜƪ ϧ /ƻƳǇŀƴȅ /t! CŜōΦ мсΣ нлмт  но ȅŜŀǊǎ  

WƻƘƴ 5Φ ²ƛƭƭƛŀƳǎƻƴ /t!  CŜōΦ млΣ нлмт  оп ȅŜŀǊǎ  

Firm Name Date Breached Years in  

Business 

wƻȅ ŀƴŘ .Ŝƴǘŀǎ /t!ϥǎΣ t/  CŜōΦ нΣ нлмт  нн ȅŜŀǊǎ  

.ƻǳƭǊƛŎŜ ϧ ²ƻƻŘ /t!ϥǎΦ t/  WŀƴΦ тΣ нлмт  п ȅŜŀǊǎ  

aΦ {ǘŀƴƭŜȅ aŜǘȊ ϧ /ƻƳǇŀƴȅ LƴŎΦ  5ŜŎΦ мпΣ нлмс  тф ȅŜŀǊǎ  

bŀƪŀǿŀǘŀǎŜ ϧ YŀƳƛƴǎƪȅ /t!ǎΣ [[t  hŎǘΦ омΣ нлмс  п ȅŜŀǊǎ  

YŜǾƛƴ IŀǊǊƛƴƎǘƻƴ /t!  bƻǾΦ ммΣ нлмс  он ȅŜŀǊǎ  

wƛŎƘŀǊŘ 9Φ aǳƴƻȊΣ /t!  !ǳƎΦ нпΣ нлмт  пл ȅŜŀǊǎ  

CǊŀƴƪƭƛƴ wΦ bƻǘƻΣ /t!  WǳƭΦ нтΣ нлмт  нр ȅŜŀǊǎ  

/ƭŀǊƪ wŀǎƳǳǎǎŜƴ ¢ŀȅƭƻǊΣ /t!ϥǎ  !ǇǊΦ ммΣ нлмт  о ȅŜŀǊǎ  

aŀǊƪ CΦ !ƴŘǊŜǿǎΣ /t!Σ [[/  WǳƴΦ нтΣ нлмт  т ȅŜŀǊǎ  

/ƘƛȊƴŜǊ ϧ /ƻƳǇŀƴȅ [[/  WǳƴΦ олΣ нлмт  ол ȅŜŀǊǎ  

/ƭŀǎǎƛŎ ¢ŀȄ  CŜōΦ нлмс  мл ȅŜŀǊǎ  

aƛŎƘŀŜƭ !Φ !ŘŀƳǎΣ /t!  aŀȅ омΣ нлмт  т ȅŜŀǊǎ  

YŜƛǘƘ aΦ {ƻǳǘƘǿƻƻŘΣ /t! LƴŎΦ  aŀǊΦ нфΣ нлмт  мл ȅŜŀǊǎ  

WŜũǊŜȅ {Φ {ǘŜƛƴŜǊ /ΦtΦ!ΦΣ tΦ!Φ  aŀǊΦ уΣ нлмт  нр ȅŜŀǊǎ  

.ŀŎƻƴ ϧ /ƻƳǇŀƴȅ /t!ǎ [[/  CŜōΦ нлΣ нлмт  ф ȅŜŀǊǎ  

{ƘŜƛƭŀ !Φ ²ƛƭǎƻƴ-!ƭŜȄŀƴŘŜǊ  aŀǊΦ оΣ нлмт  оф ȅŜŀǊǎ  

IǳǘŎƘƛƴǎƻƴ ŀƴŘ .ƭƻƻŘƎƻƻŘ [[t  5ŜŎΦ нмΣ нлмс  тм ȅŜŀǊǎ  

CǊƛŜŘƳŀƴ ϧ tŜǊǊȅΣ /t!ϥǎ  CŜōΦ сΣ нлмт  ол ȅŜŀǊǎ  

.Ǌƻǿƴκ!ǊƳǎǘǊƻƴƎ t/  {ŜǇǘΦ рΣ нлмт  оу ȅŜŀǊǎ  

/ƭƛƍƻƴ[ŀǊǎƻƴ!ƭƭŜƴ [[t  !ǳƎΦ нуΣ нлмт  оф ȅŜŀǊǎ  

/Φ WŜǊǊȅ tƭƻǎǎ ϧ /ƻΦ  WŀƴΦ мΣ нлмт  но ȅŜŀǊǎ  

YǊŜƭƭ ϧ !ǎǎƻŎƛŀǘŜǎ  WǳƴΦ нΣ нлмт  с ȅŜŀǊǎ  

IƛƭŘŜǊōǊŀƴŘ ϧ /ƭŀǊƪ  WǳƭΦ млΣ нлмт  но ȅŜŀǊǎ  

DƭŜƴƴ wΦ aƛƭƭŀǊΣ /t! t/  WŀƴΦ нлмс  он ȅŜŀǊǎ  

.ǊƻǇƘȅ 5ŀƭƭŜȅ ϧ LƴŎŀǊŘƻƴŀΣ [[t  CŜōΦ нлмс  мп ȅŜŀǊǎ  



Get More Free Tips, Tools and Services At Our Web Site:  www.cpatechgroup.com 

October 2017 CPA Tech Insider 

Shiny Gadget 

Of The Month: 

 

Waymo Taxibots: 
Here Before You 
Know It 

A spinoff of Alphabetõs secretive 
X division, Waymo is a company 
that aims to make self-driving 
cars a reality.  
 
Some people (my car enthusiast 
father-in-law included) seem to 
think that driverless cars are 10 or 
more years away.  
 
But a recent safety report put out 
by Waymo suggests otherwise. 
They go into such great detail 
that itõs clear theyõre on the verge 
of commercialization.  
 
The rumor is that a suburb of 
Phoenix, AZ will see these 
driverless taxis on the road in 
2018, able to be hailed with a 
mobile app.  
 
The car itself has no steering 
wheel, gas pedal or break pedal.  
People will get in then just push a 
buttonñand off they go! 
 
The impact on our lives, 
especially for people who are 
disabled or elderly, is  enormous.  
  
Theyõve done extensive testing in 
Austin so perhaps weõll be in 
these before we know it!  

The 5 Biggest Mistakes All Leaders Make 
Although everyone agrees that hiring is 

tough, most managers struggle with an even 

more prevalent leadership mistake. Itõs an 

affliction as prevalent as the common cold, 

and one of the least recognized in the 

workplace today. 

Over the last 20 years at ghSMART, we have 

been able to empirically observe where 

executives excel and where they get in their 

own way. We have conducted five-hour 

interviews with more than 15,000 leaders 

across every major industry, producing more 

than 9 million data points. 

So, what is the No. 1 most common mistake 

that holds leaders back? 

The complete inability to remove 

underperformers. 

And why do we all struggle with this? Here 

are the top five reasons that we see: 

1.You are an eternal optimist. You somehow 

believe that you will fix poor Mark in 

Finance or Emma in Marketing. Or, even 

better, perhaps they will magically fix 

themselves. 

2.You donõt want to rock the boat. You 

believe in accepting the cards that you are 

dealt. You have been taught to make do. 

As kids learn at daycare today, òYou get 

what you get and you donõt throw a fit.ó 

3.You dislike conflict. Difficult conversations 

are difficult. So it is easier to suffer 

through it even if your whole team can 

now get less done. 

4.You will look bad. You may have hired or 

promoted them into the role. You donõt 

want to just pass the buck. 

5.You excel at procrastinating. Why do today 

what can safely be put off for another 

day? Besides, who knows? He or she 

might resign, and that would make it 

easier for everyone. 

You may suffer from just one, or more likely 

a combination, of these reasons. 

And yet our research found that executives 

who excelled at removing underperformers 

from their teams are more than twice as likely 

to have had a successful career than all other 

senior leaders. 

Yes, thatõs right: twice as likely. The best 

leaders we meet tell us that it makes all the 

difference. 

Panos Anastassiadis is one who does it very 

well. He was the CEO of Cyveilance, which 

grew over 1500% in five years. His secret? òI 

have simply been constantly averaging up 

who is on the team.ó 

Yet how do you do that and still do right by 

the individual in question? 

You can set them clear goals and craft the 

role to play to their strengths. But when it 

clearly isnõt working, itõs time to take action. 

Run a fair, objective talent management 

process, tell them that their performance isnõt 

where it needs to be and give them 30, 60 or 

90 days to turn their situation around. 

If that doesnõt work, itõs time to have that 

tough conversation that deep down you know 

you should have had six, 12 or maybe 24 

months ago. 

Once done, yet only then, can you hire that A 

player you really need. 

Geoff is Chairman & Founder of ghSMART. Geoff is co-author, with his colleague Randy 

Street, of the New York Times bestselling book Who: The A Method for Hiring and the author 

of the #1 Wall Street Journal bestseller Leadocracy: Hiring More Great Leaders (Like You) into 

Government. Geoff co-created the Topgrading brand of talent management. Geoff is the 

Founder of two 501c3 not-for -profit organizations. SMARTKids Leadership ProgramÊ 

provides 10 years of leadership tutoring and The Leaders InitiativeÊ seeks to deploy soci-

etyõs greatest leaders into government. Geoff earned a B.A. in Economics w ith Honors 

from Northwestern University, an M.A., and a Ph.D. in Psychology from Claremont Grad-

uate University.  
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This firm is not a CPA firm. 

Before becoming a client last 

year, we did a network audit of 

a CPA firm and found that, 

unbeknownst to them, their IT 

companyõs backup of their data 

was not running for 54 DAYS.  

To top it off, it was 54 days 

during tax season. They were 

very lucky that they didnõt need 

to pull any backups during that 

time period.  

Now that things are calming 

down, itõs time to check over 

your own firmõs data to make 

sure itõs safe. Although it may 

seem simplistic, thereõs a few 

different areas to check to ensure 

that your data will not be lost, 

no matter what happens.  

1. Know whatõs being backed 

up. Some backups (including 

our own) do whatõs called a full 

image-based backup. This is a 

snapshot of the entire server. 

But others (like Mozy and 

Carbonite) only back up the 

folders you tell them to ñ called 

a file-based backup. If youõre 

using one of these, itõs critical to 

confirm that all important 

folders are being backed up.  

For example, we had a client 

who was using MozyPro. They 

had made sure their tax software 

was being backed up, but had 

forgotten to include their W2 

prep software, W2 Mate.   

Backup Pitfalls You Need To Know  

2. Know where the backups are 

going. A complete backup 

solution should have files onsite 

(for quick recovery) and offsite 

(in case a disaster happens).  

Many are one or the other and 

this can leave you vulnerable.  

3. Know how often backups are 

occurring. Some backups only 

occur nightly. If your firm were 

to be, say, hit with ransomware at 

3pm during tax season, youõll 

lose hours of work that will have 

to be recreated. This actually 

happened to a firm I know and it 

was costly.  

We recommend that backups are 

occurring at least hourly.  

4. Know that your files can 

actually be recovered. We use the 

term òBackup and Recoveryó for 

a reason. Files are only as good as 

they can be recovered!  

Itõs imperative that backups are 

tested (we do this quarterly) to 

ensure that the backup is actually 

viable.  

Itõs possible that a backup chain 

can become corrupted over time, 

rendering recovery out of the 

question.  

5. Know that backups are 

actually happening. In the case 

mentioned in the introduction, 

the IT company should have been 

notified the backups werenõt 

working. It seems the backup 

softwareõs notification system 

glitched, so they didnõt know.  

If youõre using a third-party 

company and get an uneasy feeling 

about this area, ask them for a log 

of the last 3 months backups.  

Itõd be normal to see a failure here 

or there, but you want to make sure 

there isnõt a pattern of failure over 

days where backups werenõt 

happening.  

This would indicate that theyõre not 

checking these daily or arenõt 

remedying issues fast enough.  

And yes, there are always issues 

that come up. Performing a backup 

of an active server thatõs being used 

by multiple programs is much more 

complicated than you would think. 

Failures are inevitable so they must 

be monitored and responded to.  

If youõd like us to check this for 

you, weõll perform a free Backup 

and Disaster Recovery Audit 

covering the items above to give 

you a report on where you stand. If 

interested, shoot me an email at 

michael@cpatechgroup.com. 


