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On the foll owi
find a snapshot of CPA and tax
firms that experienced a data
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breach since the beginning of
2016. We could only fit 50 on
the page, but tTobavedtdamishedlikeuhaticauy- Backup Pitfalls You Need To

many more than that. And, in  es damage and heartache that you KNOW ..o Page 4
all likelihood, many more firms cannot attribute a dollar figure to.

What 6s News

KRACK expl oit we ak eAxinew ekploR, idublsed ‘“KRACK,texposes a flaw in wireless internet encryption that allows
someone to read data going across wireless networks. A mitigating factor is that the attacker must physically be at the location.

For our cole eanppsl:yiWeg a firmware patch to Wi Fi routers this wleesk

SMBs paid $301M to haclksernotl atshe yhbautrsyofl @M&s fell victnt to ransomware attacks in the
past year. The main cost to businesses was not in the ransom payment itself, but the downtime they experienced as a result.

Antivirus tool Kaspersky used by Rus slikesomeihinycatrohamevel,tspies io Isrgehdish €
covered that spies in Russia were trying to spy on spies in the United States using the Kaspersky antivirus tool. They found the pro-
gram had code in it that was being used to gather data from US computers. The US government has ordered it removed from all gov-
ernment-owned computers.

Equi fax f al | oltisbeercrelaaded that Emgifax allowed the data breach of 145 million Americans’ info to happen because
of a mistake by o n e e mp Fopaylieely explanation of what happened, Google “J o hn Ol i v e’rHe gagsihe $amecthing |
do, you need to do a credit freeze with all three bureaus!
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Shiny Gadget
Of The Month:

Although everyone agrees that hiring is
tough, most managers struggle with an even
more prevalent
affliction as prevalent as the common cold,
and one of the least recognized in the
workplace today.

been able to empirically observe where

executlve excel ani where they get in their
Wa y MmO T a X;n ay. th nduSedilvdwour
rvigws more 000 leaders
H er e B € f rE?ossii’:levvevgr‘lnajor mrx:t@ oducing more

twan 9 million data points.

Know |

Al p hSe,hviatisdhg Nosl @nestrcanman mistake
that holds leaders back?

A spinoff of
X division, Waymo is a company
that aims to make self-driving

) The complete inability to remove
cars a reality.

underperformers.

Some people (my car enthusiast
father-in-law included) seem to
think that driverless cars are 10 or
more years away.

And why do we all struggle with this? Here
are the top five reasons that we see:

1.You are an eternal optimist. You somehow
believe that you will fix poor Mark in
Finance or Emma in Marketing. Or, even
better, perhaps they will magically fix
themselves.

tohvey 6§ &n aoth wiah €

But a recent safety report put out
by Waymo suggests otherwise.
They go into such great detail
that itdéds clear

of commercialization.

dealt. You have been taught to make do.
As kids |l earn at
what you get and

The rumor is that a suburb of
Phoenix, AZ will see these
driverless taxis on the road in
2018, able to be hailed with a
mobile app.

3.You dislike conflict. Difficult conversations
are difficult. So it is easier to suffer
through it even if your whole team can
The car itself has no steering now get less done.
wheel, gas pedal or break pedal.
People will get in then just push a

button i and off they go!

4.You will look bad. You may have hired or
promoted them into
want to just pass the buck.

| eader s daypBesidessvihakn@vs? He or&he

V& 'r%&l ke atrhl ey bi osantd. t
believe in accepting the cards that you areRun a fair, objective talent management

The 5 Biggest Mistakes All Leaders M

5.You excel at procrastinating. Why do today
what can safely be put off for another

an

might resign, and that would make it

easier for everyone.

You may suffer from just one, or more likely

Over the last 20 years at ghSMART, we have a combination, of these reasons.

And yet our research found that executives
who excelled at removing underperformers
from their teams are more than twice as likely
to have had a successful career than all other
senior leaders.

Yes, thatodés right: twi
leaders we meet tell us that it makes all the

difference.

Panos Anastassiadis is one who does it very
well. He was the CEO of Cyveilance, which
grew over 1500% in fi\
have simply been constantly averaging up
who is on the team. o

Yet how do you do that and still do right by
the individual in question?

You can set them clear goals and craft the
role to play to their strengths. But when it

Ywoour ki ng,

process, tell them th:

d awhereatmeedstode ang give thevh@Q 60gre t
y 090 dags dortuinttheit shuatomaroand.f i t . 6

I f that doesndt wor k,
tough conversation that deep down you know
you should have had six, 12 or maybe 24
months ago.

Once done, yet only then, can you hire that A

ptayereyourreally peed. You dondt

The impact on our lives,
especially for people who are
disabled or elderly, is enormous.

Geoff is Chairman & Founder of ghSMART. Geoff is co-author, with his colleague Randy
Street, of the New York Times bestselling book Who: The A Method for Hiring and the author
of the #1 Wiall Street Journal bestseller Leadocracy: Hiring More Great Leaders (Like You) into
Government. Geoff co-created the Topgrading brand of talent management. Geoff is the

Founder of two 501c3 not-for-pr of it organi zati ons. SMARTKi ds
Theyﬁve done ext e tpegvti'uensgloiy‘]ears of leadership tutoring |land
Austin s o per h a ps G great IF?dersmtogovernment Geoff earned a B.A. in Economics with Honors
from orthwestern University, an M.A., and a Ph.D. in Psychology from Claremont Grad-
these before we knOW |t' uateUn|ver5|ty
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Backup Pitfalls You Need To Know

Before becoming a client last

year, we did a network audit of

a CPA firm and found that,
unbeknownst to them, their IT
companyds backup
was not running for 54 DAYS.

To top it off, it was 54 days
during tax season. They were
veryl ucky that
to pull any backups during that
time period.

Now that things are calming

down, itds ti me
your own firmds
sure 1itdos safe.
seem simplistic,

different areas to check to ensure
that your data will not be lost,
no matter what happens.

1.Know what ds
up. Some backups (including
our own) do
image-based backup. This is a
snapshot of the entire server.

But others (like Mozy and
Carbonite) only back up the
folders you tell them to fi called
aflebased backup.
using one of
confirm that all important

folders are being backed up.

For example, we had a client
who was using MozyPro. They
had made sure their tax software
was being backed up, but had
forgotten to include their W2
prep software, W2 Mate.

2. Know where the backups are
going. A complete backup
solution should have files onsite
(for quick recovery) and offsite

@icasd adrdster hapgehsi

Many are one or the other and
this can leave you vulnerable.

t h e y 3. Knowd ho aftenrbacleugs are

occurring. Some backups only
occur nightly. If your firm were

to be, say, hit with ransomware at

3pm during tax

t 18se Bolre of Work @hdt &vill have
d @ bedecrbafed. Mrskacually
A happberedit@ aifirm | knowrsad/it

WwaB éostlg. 6s a few

We recommend that backups are

occurring at least hourly.

b ei n4 Knovatbakyeuw files can
actually be recovered. We use the

what 6tsercal ¢ BaRlgepvuery

S

a reason. Files are only as good as

they can be recovered!

Il tds i mperative
tested (we do this quarterly) to

ensure that the backup is actually
lvibley o u 8 r e
these,

itds criti
|l tds possible
can become corrupted over time,
rendering recovery out of the

question.

5. Know that backups are
actually happening. In the case
mentioned in the introduction,
the IT company should have been

cal

t h ¥ 2 EPOY Qp Wherp you gtand. it

notified the

working. It seems the backup
softwareds notific:
glitched, so they

backu,

I f youdre -pasty ng a |
company and get an uneasy feeling
about this area, ask them for a log

of the last 3 months backups.

|l t6d be nor mal to
or there, but you want to make sure
there isndt, a patt:
eason, youbo

ays where backups

happening.

ndi cat
dai |

This woul d i
checking these
remedying issues fast enough.

And yes, there are always issues

that come up. Performing a backup

of an active servel
gy mfullt(i)plre programs is much rT\ore
complicated than you would think.
Failures are inevitable so they must

be monitored and responded to.

t hhat back ar e
youod Lllﬁ)?(e us t
you, wedll perform

and Disaster Recovery Audit

CO}[/ering the items above to give
0

interested, shoot me an email at

michael@cpatechgroup.com.

CPA Technology Group
277 W. San Antonio St.
New Braunfels, TX 78130
(830) 265-4200
www.cpatechgroup.com
This firm is not a CPA firm.
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